Afhjaelpning af Dell PC BIOS sarbarhed

Det har for nyligt vist sig at stort set alle Dell PCer leveret siden 2009 har en sarbarhed i BIOS driveren, som
betyder at hackere vil kunne overtage PCen. Da sarbarheden lige er opdaget er der ikke endnu set forsgg pa
at udnytte denne sarbarhed, men det ma staerkt anbefales at fa opdateret Dell BIOS sharest.

Opdateringen er meget simpel og tager kun fa minutter. Se beskrivelse herunder.

Installation af opdatering
1. gatil Dell webside: https://www.dell.com/support/kbdoc/da-dk/000186019/dsa-2021-088-dell-

client-platform-security-update-for-dell-driver-insufficient-access-control-vulnerability
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DSA-2021-088: Dell Client Platform Security Update for an Insufficient Access
Control Vulnerability in the Dell dbutil Driver

Oversigt: Dell released an update utility to mitigate a security vulnerability affecting the dbutil_2_3.sys driver packaged with Dell Client firmware
update utility packages and tools.
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et cookes CVE-2021- Dell dbutil_2_3.sys driver contains an access control hich 88 CVSS3 1/AVIL/AC/PRIJULN/S C/CH/IH/AH

2. Klik pa option 1 'Dell Security Advisory Update — DSA-2021-088

Step 1: Immediately remove the vulnerable dbutil_2_3.sys driver from the affected system using one of the options below. NOTE: If you are using the Dell
System Inventory Agent you must first download the latest available version (2.6.0.0 or greater) here.

+» Option 1 (Recommended): Download and run the Dell Security Advisory Update — DSA-2021-088 utility.

= Option 2: Manually remove the vulnerable dbutil_2_3.sys driver:
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https://www.dell.com/support/kbdoc/da-dk/000186019/dsa-2021-088-dell-client-platform-security-update-for-dell-driver-insufficient-access-control-vulnerability
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3. Tryk pa 'Herunterladen’ — der hentes nu en .EXE fil, som startes
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Dell Security Advisory Update - DSA-2021-088

This package contains a resolution for the Dell Security Advisory Dell Security Advisory DSA-2021-088. You can see Dell Security Advisory DSA-2021-088 for details.

Erhalten Sie den neuesten Treiber ‘_
Details eingeben
Bitte geben Sie Ihre Produktdetails ein, um die neuesten Treiberinformationen fir Ihr System anzuzeigen.

Fehlerkorrekturen und Verbesserungen
This update provides a remedy for Dell Security Advisory DSA-2021-088. It will detect and uninstall the dbutil_2_3.sys driver from the system.

An enhanced version of the tool is planned for availability on May 10 to enhance features for enterprise customers.

Upcoming enhancements:

Support for deploying through Dell System Management solutions
Enhanced logging capabilities

Ability to run against multiple drives

Enhanced exit codes

Version Kategorie
Version 1.0.0, A0O Sicherheit

Verdffentlichungsdatum:
04 Mai 2021

Wichtigkeit
Empfohlen

Verfiligbare Formate

Dateiformat: Update-Paket fiir Microsoft Windows 32-Bit

Dateiname: Dell-Security-Advisory-Update-DSA-2021-088_7PR57_WIN_1.0.0_AC0.EXE

Download-Art: HTTP

DateigroBe: 7.9 MB

Beschreibung des Dateiformats: Dell Update Packages (DUP) im Microsoft Windows 32-Bit-Format kénnen auch unter Microsoft Windows 64-Bit-Betriebssystemen

ausgefiihrt werden. Dell Update Packages (DUP) im Microsoft Windows 64-Bit-Format hingegen kénnen nur unter Microsoft Windows
64-Bit-Betriebssystemen ausgefiihrt werden. Stellen Sie bei der Auswahl eines Geratetreiberupdates sicher, dass Sie das fiir lhr

4. Velg INSTALL

@,’ Dell Update Package

Dell Security Advisory Update - DSA-2021-088 i
v1.0.0 (ADO) April 29, 2021

T

Install or update your system with this software INSTALL

Only extract contents of software update EXTRACT
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5. Skriv’y’

from the tem and uninstall the driver, if

6. Det tager ca 1 minut, sa er installationen feerdig
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Dell Security Advisory Update - DSA-2021-088 &
w1.0.0 (AD0) April 29, 2021

The update installer operation is successful.

Wiew Installation Log
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7. Nuer din PC beskyttet
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